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Abstract

The United States government has found paper voting systems to be inefficient, unauditable, prone to tampering, and expen-
sive. Electronic voting is a promising solution to these issues; however, transitioning to electronic voting systems poses two
major challenges: 1) increased susceptibility to hacking, and 2) high susceptibility to voter fraud. In 2016, a third of reported
cases of voter fraud were due to duplicate voting. This number is expected to increase after switching to an electronic system
[8]. In this paper, we propose the implementation of a scalable, electronic, blockchain-based voting system that has the po-
tential to reduce voter fraud while simultaneously preventing hacking and external interference in the United States’ elections.

1. Introduction

Biometric techniques can be used to reliably distin-
guish and identify voters, detect and eliminate voter fraud, and
replace the need for burdensome voter identification docu-
ments [15]. Iris recognition is a portable biometric technol-
ogy that uses pattern recognition and infrared light to capture
an image of a person’s iris, which is a unique identifier [5]
[13]. According to a 2018 report from the National Institute
of Standards and Technology (NIST), current iris recognition
systems are associated with false-negative identification rates
of 0.0067 and false non-match rates of 0.0057, distinguishing
them as state-of-the-art biometric devices [18].

Cryptographic techniques like blockchain allow for
transparency, privacy, and integrity of a system. Blockchain
ensures the immutability of data, removes the need for a
central, trusted node, and is publicly auditable — all neces-
sary qualities for secure electronic voting systems. According
to the Observatory of Public Sector Innovation, blockchain is
“a [linear] chain of blocks.” Blocks are immutable and audit-

able records consisting of a timestamp, a unique hash, and
data, which in this implementation would include the candi-
date chosen by the voter. Each block is added individually to
the chain in a sequential manner and contains a “group of
validated transactions.” Blocks are linked through hashing, a
process by which each block is assigned a unique hash code,
thus protecting the original data. For this research, we uti-
lized SHA-256, a 1-way cryptographic hash that can convert
iris images into a concise, unique representation [16].

The mathematical algorithm used to generate the
SHA-256 hash function, specified by the NIST in FIPS PUB
180-4, uses an iterative set of transformations to calculate a
256-bit hash for data in several different formats, including
a digital representation of an iris scan. This hash has two
important properties. First, it is impossible to recover the
original data from the hash, because such a function is not
resersible. Second, even a tiny change to the original data
will result in the computation of a completely different hash
because of the one-way alteration process that the hash un-
dergoes for each new dataset [12].
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The immutable ledger stores voter identity data & securely records votes.

Figure 1. Novel system architecture design & sample workflow
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2. Methods & Materials

We researched biometric security and cryptographic
techniques and designed a secure electronic voting system
architecture implementing these technologies. A scalable ver-
sion of the system architecture was implemented in MATLAB.

This electronic voting system architecture consists of
the following components (Figure 1):

1. Biometric security using an iris scan.

2. A repository of hashed biometrics for two purposes - first,
to verify that a voter is registered to vote, and second, to
ensure that a voter does not vote more than once.

3. An immutable blockchain-based register to capture each
vote as a transaction. This register is public (but does not
include personally identifiable information that could con-
nect the vote back to a specific voter), and thus auditable,
ensuring that a vote cannot be changed or tampered with
once it has been recorded. Each vote on a ballot will be
recorded independently (i.e. a given individual’s vote for
President, Senator, and Representative will each be re-
corded separately).

4. A cryptographic module that secures and transforms the
identity of each voter in the blockchain-based register. This
ensures that anyone can verify the votes and election re-
sults (e.g. they can independently count the votes), but it
remains impossible to associate a particular vote with an
individual voter, ensuring anonymity.

3. Results

Overall, the implementation of the outlined scalable
design architecture allows for several improvements to the
electoral system in the United States (Figure 2).

The iris scan successfully reduces voter fraud by 33%
by eliminating duplicate voting, based on the Heritage Foun-
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dation’s Election Fraud Database. Encryption with blockchain
allows for transparency, verifies that all votes were fairly count-
ed, guarantees that votes were not tampered with or changed,
and ensures voter anonymity.

This new system architecture will eliminate 5 of the 7
methods of voter fraud as described by the Heritage Founda-
tion’s Election Fraud Database, namely: 1) impersonation, 2)
false registrations, 3) ineligible voters, 4) duplicate voting, and
5) altering ballots.

4. Discussion

Our electronic voting architecture successfully dem-
onstrates the ability of a blockchain-based system to eliminate
sources of voter fraud and reduce the risk of external interfer-
ence when measured against factors identified by the Heri-
tage Foundation’s Election Fraud Database and other standard
fraud measurement parameters. The implementation in MAT-
LAB serves as a proof-of-concept that the architecture design
can actually be built in a functional way. It also prepares the
architecture to be scaled and tested for security and integrity
under high transaction rates in the future.

Our focus was to ensure that as society moves toward
electronic voting systems, we solve known obstacles without
introducing vulnerabilities. In addition, public confidence in a
voting system is critical, especially with an increasingly polar-
ized electorate. Therefore, our voting system is demonstrably
resistant to voter fraud. We propose that the next steps focus
on detailing the logistical implementation of this system. We
recommend gathering iris images during the vehicle licensing
process, and/or during immigration, and testing the system in
a small number of districts prior to expanding nationwide.

Further research can explore mechanisms of expand-
ing the transactional performance of blockchain networks. Ac-
cording to an analysis from the Brennan Center for Justice,

Anyone can audit the electronic voting system

+ Anyone can verify that all collected votes were

Transparency  correctly counted
G » \Votes are private and anonymized
' » Only the voter can verify their own vote
Privacy
« Biometrics ensures eligible voters only vote
once
Integrity  List of eligible voters is public information

Figure 2. Notable advances found in our architecture
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“In the typical state, 35 to 45 percent of voters surveyed
arrived at their polling place during the peak three hours of
voting” [4]. Based on a report from the California Secretary
of State, 6,166,915 people voted in person during the 2016
General Election. This would imply that between 2,158,420
and 2,775,112 citizens voted during the busiest three hours
(or 10,800 seconds,) meaning that a blockchain-based voting
system in California would need to be able to handle a peak of
200 to 257 transactions per second [3].

Research must identify ways to increase the transac-
tion rate so that the blockchain-based electronic voting system
can handle these high voter turnouts. Additionally, part of the
robustness of blockchain networks arises from a distributed
consensus mechanism. This mechanism could be ineffective
when a single entity (e.g. a state government or other well-
funded organization) controls more than 51% of the nodes [7].
Therefore, further research should explore ways to limit the
overconcentration of nodes.

Combining the proposed unique architecture devel-
oped in this study with results from the additional research
recommended above would allow for a strong and practical
electronic voting system.

5. Conclusion

This paper outlines the design and implementation
of architecture that uniquely combines blockchain-based
electronic voting and a biometric iris recognition system to
ultimately improve security and transparency in voting. Such
a system, when fully implemented, will offer many benefits:
quantitatively reducing several types of voter fraud, preventing
hacking and external interference in the United States elec-
toral process, allowing independent third parties to verify the
integrity of the voting system, and providing voters with confi-
dence that their vote was recorded accurately.
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